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Abstract: Recently, the use of smart cards in human life is increasing. One important
aspect in implementing smart cards in human life is its security. Security should be
considered because smart cards can contain important data that must be protected, and
specific research is needed to address attacks against smart card. There are weaknesses in
preserving forward anonymity on dynamic ID-based remote user authentication using
smart cards as mentioned in Zhai et al. In their work, attacks that led to the failure of
forward anonymity have been successfully carried out. This problem has already been
overcome by Lee’s scheme, with the probability of the forward anonymity failure was
%% put the computation cost was still high. This research discussed about overcoming
attacks that can lead to the failure of forward anonymity with probability of less than %42%
and has less computation cost. For this purpose, discrete log function and multiplicative
inverse is introduced instead of using hash function and Diffie-Hellman method. Based
on the discussion it is proven that these functions can preserve the forward anonymity
with the probability of failure less than %4?%,
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1. Introduction

Recently, the use of smart cards in human life is increasing. Smart cards are widely used in
banking, commercial, business, government, health care, etc. In order to implement smart card
in human life, there are several things to be considered including its profit, material or non-
material benefit, obtained by users or systems. One important aspect in implementing smart cards
in human life is its security. Security should be considered because smart cards can contain
important data that must be protected, and leak insecurity can cause significant material losses
to both users and systems. Based on the importance of the security aspects of smart card, specific
research is needed to address attacks against smart card. There are weaknesses in preserving
forward anonymity on dynamic ID-based remote user authentication using smart card as
mentioned in [1,2,3]. Based on Zhai, et al. [3], attack that led to the failure of forward anonymity
has been successfully carried out. This problem has already been overcome by Lee, et al. scheme,
but the probability to failure the forward anonymity was still %2, and the computation cost is
still high. Therefore, this research discussed about overcoming the attacks that can lead to the
failure of forward anonymity with probability of less than %£2% and has less computation cost.
For overcoming the attack, discrete log function [4] and multiplicative inverse is proposed
instead of using hash function and Diffie-Hellman method [5]. Based on the discussion it is
proven that these function can overcome the attacks so that forward anonymity can be
maintained.

2. Dynamic ID based Remote User Authentication Scheme (Wang. et. al) [6]

Dynamic ID based Remote User Authentication Scheme proposed by Wang et al. consists of
four phases: registration phase, login phase, verification phase and password change phase. The
first three phases in  Wang, et.al scheme (i.e. registration, login and verification phase) are
shown in Figure 1.

Since the presentation of Wang, et al. scheme needs several symbols for understanding the
scheme presentation, symbols in Table. 1 should be consulted.
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U {Secure channel}

1. Choose ID,PW,

Let (x, y=¢" mod n)

2. Computes SK, C;t
Check C; 7= C;
Computes Cy=h(C;||k|SK)

{c,c;

Registration 41, dom value b x is kept secret by S
phase {ID, h(b||PW)} v is stored inside user’s smart card
2. Computes V, 4
Stores {N.4.1n.g.v.h()} into smart card
_ Smart Card
3. Stores b into Smart Card
U {Public channel} S
Login 1. Insert smart card. keys ID, PW
8 Computes A =h(ID||i(b||PW)).
phase Checks 4 7= 4
2. generates u
Computes C), ¥, K, CID. M
{ C,,CID,M } R
Verification 1. Compl}tes Yo, ID M
Check M =M
phase generates v, computes SK, C5, C;

A

{Cq

ry

3. Compute C, =h(Cs||h(x||ID)||SK)
Check ¢, 7= C;
Set SK as session key

Figure 1. ID based remote user authentication scheme proposed by Wang, et.al.

Table 1. The notation used in Wang’s, Lee’s and prop

osed scheme

Symbol Description
U User
S Remote Server
SC Smart Card
ID,id Identity of the user
PW, Pw Password of the user
the secret key of remote
X server
D bit wise x-or operation
I String Concatenation
i Message C transferred from
A->B:C A to B through public channel
Message C transferred from
A=>B:C A to B through secure
channel
h, Hi, h Hash function
PwO0 Initial password
Ks, SK Session key
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A. Registration Phase
We assume that user U and server S have established a secure channel. Let y=g* mod n where

nisa larger prime (X, y) denote S’s private key and its corresponding public key. U and S perform

the following steps in registration phase.

Step 1: U chooses identity 1D, password PW and a random value b. U sends {ID,h(b||PW)} to
S.

Step 2: S computes N=h(b||PW)@h(x||ID) and A=h(ID|h(b||PW)). S stores {N, A, n, g, y, h(}
on a smart card and sends it to U.

Step 3: U stores b into the smart card.

B. Login Phase

Step 1: U inserts the smart card and keys ID and PW. Then the smart card computes A*=
h(1D||h(b||PW)) and checks whether A* is equal to the stored A. If they are not equal,
the smart card terminates the session.

Step 2: The smart card generates a honce u and computes C1=g" mod n, Y1=y* mod n,
k=N&@h(b||PW), CID=ID@®h(C1||Y1) and M=h(CID||C1|lk). U sends login request
message {C1,CID,M} to S.

C. Verification Phase

Step 1:  Upon receiving the login message {C1, CID, M}, S computes Y,=(C1)* mod n, ID=
CID&h(C4||Y2) and M*=h(CID||C1||h(x|[ID)) where x is its private key. S compares M*
with the received M. If they are not equal, the session is terminated. Otherwise, S
generates a random number v and computes SK=(C1)" mod n, C2= g' mod n and
C3=h(SK||C2|Ih(x|[ID)). Finally, S sends {C2, C3} to U.

Step 2: Upon receiving {C,, Cs}, U computes SK=(C)" mod n, Cs*=h(SK]|C.||k), and checks
Cs* with Cas. If they are equal, U sets SK as the session key and sends C4= h(C3||k||SK)
to S.

Step 3: Upon receiving C4, S computes C4*= h(C3||h(x||ID)||SK) and then checks whether C4*
is equal to C4. If the verification holds, S authenticates U and sets SK as their session
key, otherwise the session is terminated.

3. Forward Anonymity-Preserving Secure Remote Authentication Scheme [16]
Using similar assumption to Wang scheme, Lee scheme [16] consisted of three phases:
registration, login and verification as shown in Figure 2.

A. Registration Phase

This scheme is defined over a finite cyclic group G of prime order g with g as a generator.
Hash functions {0,1}+— {0,1}% are denoted by #{;, where i€ {0,1,2,3,4,5} and (; is the output bit
length of . Let x,y=g* mod p denote server S’s private key and its corresponding public key.
Suppose user U wishes to register his/her ID to server S. Then, the following operations are
conducted.

Step 1: U chooses an id. U sends the chosen id to S.

Step 2: After receiving the registration request from U, Schooses two random numbers r and
R, ID=Ho(id), Vv=Hs(x||ID||R) and Vu*=Erjpwo(Vv), where pwO is the initial password.
Then, S stores (ID, R) in the registration table.

Step 3: S stores {r,Vuy,0,p,q,H(i=0,1,2,3,4)(.)} into the smart card. S sends the smart card
along with pwO0 to U.

B. Login Phase

Login phase consists of three steps that start from U receiving the smart card until the
preparation of messages that will be sent for verification process.
Step 1: After receiving the smart card from S, U has to change the password immediately.
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Step 2:
Step 3:

Step 4:

U inserts the smart card into the card reader, inputs his/her ID and starts session with S.
S chooses a random element b in Zq~ and calculatesB=g? mod p. Server S sends S and
B to U, where S is the server’s identity.

After receiving messages S and B from S, the smart card chooses a random element a
in Zq~ and calculatesA=g« mod p, Vv=Drjpwo(Vv"), Vs =y* mod p, Ky=B* mod p,
ID=H(id), ID"=IDBH3(A||B||Vs||Kv), and My=H1(1D||S||A||B||Vu||Vs ||[Kv). U sends
ID", A4,and My to S.

C. Verification Phase

Step 1:

Step 2:

4. Fai

After receiving message {ID",4,My} from U, S calculates Vs =A. mod p, Ks =A> mod
p, ID=ID"®H3(A||B||Vs ||Ks). Furthermore, S checks the validity of ID based on the
registration table by comparing ID obtained from U and ID in the list/table. If it is
invalid, then the session is terminated. Otherwise, S calculates Vy=H's(x||ID||R), where
R is extracted from the entry corresponding to ID and checks
whetherH1(I1D||S||A||B||Vu|[Vs ||Ks) is equal to My or not. If they are not equal, the
session is terminated. Otherwise, S calculates Ms =H>(ID||S||A||B||Vu||Vs ||Ks) and S
sends Msto U.

After receiving message Ms from S, U verifies whether F>(ID||S||A||B||Vu||Vs ||Kvu) is
equal to Ms. If they are not equal, the session is terminated. Otherwise, the smart card
and the server compute the common session key sky=F3(ID||S||A||B||Vu|lVs||Kv),
sks=F3(ID||S||A||IB||Vul[Vs||Ks) respectively.

Client U Server S
Regisiration Phase x: S§’s pnvate key
Select id y(= g*): §'s public key
{id}
ID = #,(id)

Select two random elements r and R

Vy = Hs(x||ID]|R)

Vi = Eritpwo (Vi)

Store (ID, R) in registration table

Store (7. Vij. . §. P» Q- i (i=0.1.2.3.4)(-)) In smart card
{smart card,pwo}

Login Phase

Input id, pw

acgZy begZ;

A= g% V;= y° K, = B.ID =H,(id) B=g"
{s.5}

ID* = ID @ F,(A||B||Vi||1Ky)
Yy = Drjjp (Vi) V=A%, Ks =AY
My = 36,(D1IS|IAIBIIVu IVl

Verification Phase
up*.aMy)

ID = ID* @ H3(A||B||Vs]|Ks)
Abort if ID is invalid
Retrieve R from registration table
Vi = Ha(x||ID]|R)
Abort if My, = 3£, (ID]|S]]41|B| Ve | Vs | 1K5)
Ms = H(ID||S||A]|B]IVul[Vs]IKs)
{»5)

Abort if Mg * F£; (ID||S|1A]|B] |V | IVs| 1K) s
sky = Ho(ID||S]|411B||Vu| Vsl IKu) sks = F,(ID|IS|1A]1B]IVy | 1Vs| 1K)

Figure 2. Forward Anonymity-Preserving Secure Remote Authentication Scheme

lure to Achieve Forward Anonymity in Wang et al. Scheme [3] and Lee et al. [16]

This section discusses the detailed failure to achieve forward anonymity on Wang scheme

[3] and

Lee et al. scheme [16]. Failure analysis in this section was done by assuming that attacker

may obtain the parameter stored in the smart card during its sending process. This assumption
was held since there was a possibility that an attacker extract the parameter stored in the
smartcard during the sending process, and this is the difference between assumption held in
Wang’s and Lee’s scheme and the proposed scheme.
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A. Failure to Achieve Forward Anonymity in Wang et al. Scheme [3]

Failure to achieve forward anonymity on Wang’s Scheme is caused by the key values that
have been compromised. In this case, the key value that has been compromised was the server’s
secret key x [3]. Although the session key is generated by Diffie-Hellman key agreement [5],
Wang et al.’s dynamic ID scheme cannot provide forward anonymity, because the attacker may
obtain the ID by tracing the exchanged message between the user and the server. Suppose the
server’s long-term key x is compromised, the attacker can derive the user’s identity by tracing
the previous sessions. The detailed attack is shown in Figure 3.

Step 1. The attacker recorded login request message {Ci, CID, M} in previous sessions.

read x,i // assume x is compromised, i is the i-th record of view database
Read C1;, CID;, M;) //i-th record from view database

Y1;= Cl¥ mod n

Z;=h(C1; | | Y1;)

|D] =C|Di @ Zi

Return(ID;)

Figure 3. Attack on Wang’s Scheme

Step 2. The attacker computes Y:=(C1)*mod n using the compromised private key x and then
obtains ID = CID @h(Ci|Y1). Thus, Wang et al.’s scheme cannot possess anonymity
once the server’s long-term key x is compromised.

B. Probability of Forward Anonymity Failure in Lee. et al. Scheme [16]

Since the held assumption was that attacker may obtain the parameter stored in the smart card
during its sending process, then Lee’s scheme fails to achieve forward anonymity. This condition
is occurred because by obtaining the parameters in the smart card, it means that the attacker
obtains r, pw0 and V" such that the attacker can reveal V. Since My and ID"can be obtained by
eavesdropping process, then using equation Muy=31(ID||S||A||B||Vv||Vs||Kv) and Vs = A, the
attacker can guess (ID||Kv). The guessed result should be checked with
ID=ID"®H 3(A||B||Vs||Ku). If the result of equation ID*=ID@BH 3(A||B||Vs||Ku) using the guessed
ID is equal to 1D, then the ID is revealed. In this case, the probability for attacking this scheme
is equal to break the hash function. If Keccak hash function is used in this scheme, then the
probability for attacking this scheme is less than 2-2% [17].

5. Proposed Scheme

For overcoming the problem in preserving forward anonymity when long term key has been
compromised, modular power and multiplicative inverse has been proposed. The basic idea of
modified Wang Scheme and Lee Scheme is that even if x were compromised, ID could not be
revealed by the attacker, and the probability of Forward Anonymity Failure on Dynamic ID-
based Remote User Authentication process is less than %22% with less computation cost. Suppose
the user U will access server S using smart card SC, then they have to execute the proposed
scheme as shown in Figure 4. The difference between the proposed scheme and the other two
previous schemes is shown in Table 2.
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A

Table 2. The difference between Wang’s, Lee’s and the proposed method

Issues Wang’s Lee’s Proposed method
Registration Process ID and PW are | id is determined by U | ID and Pw are
determined by U | in the registration | determined by U
in the | process. However, S | inthe registration
registration modified id into ID | Process. For
Process. For | using equation | camouflaging
camouflaging ID=FHo(id) while | PW, U  uses
PW, U uses the | password pw0 s | discrete log

concatenation
function
h(b||PW) where
b is a number

determined by S and
are sent to the user U
along with the smart
card.

function g,

chosen by U.
Session Key | The session key | The session key is | The session key
Generation is generated | generated using a hash | is generated
using Diffie- | function  of  the | using Diffie-
Hellman key | concatenated Hellman key
exchange, where | variables exchange,  but
Usends g modn | ID||S||A||B|[Vu||Vs||[Kv | instead of only
to S, and S sends | (see chapter 3). based on the
g" mod n to U. chosen  random
The session key number of both
is g mod n (see parties, it was
chapter 3). also based on the
user  password
Pw.
Forward anonymity The probability | The probability to fail | The probability

to fail the
forward

anonymity was
equal to 1 (see

section 4.1)

the forward
anonymity was less
than 1/2%%¢ if Keccak
Hash function was
used (see section 4.2)

to fail the forward
anonymity  was
reduced and
equal to the
probability of
obtaining ID less
than 1/(uv.22%), if
Keccak Hash
function was
used u (u and y
was discussed in

section 6.1)
Computation cost (TE | 6TE + 14 H (see | 6TE+ 1 TC + 10 TH | 6TE + 6 TH (see
is time complexity for | chapter 7) (see chapter 7) chapter 7)

exponential operation,
TC is  symmetric
encryption/decryption,
and TH is the hash
function.

Registration Phase of Proposed Scheme

The protocol is defined over a finite cyclic group G =< g >of order r-bit integer number n
which is equal to pg (where p and q are large primes). This group could be G = Z,* where Z,*=1,
2, .., @(n) where @(n) is the Euler Totient Function. We denote the group operation
multiplicatively. Hash functions from {0, 1}*— {0, 1}'are denoted by h, where | is the bit length
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of function output, e.g. | = 256 (by assuming that Keccak 256 is used). We also define a medium
integer n, 28 <r <256, which determines the capacity of the pool of the (ID, PW) pair against
offline guessing attack. Let (x, y = g* mod n; n=pq) denote the server S’s private key and its
corresponding public key, where x is kept secret by S while y is stored inside each user’s smart
card and g is public.

U S
Choose b,PW and ID
Calculate: gPwb
R & {ID, g>*} A=h(g"" Eh(ID))
E - Choose x, Calculate
G B=gb,Pw,x @ h(lD)
Store A,B in smart card
U store b in smart - Smart card
card
L Insert Smart Card
o "PW’
Calculate
G A=h(g™®h(D)
| Check whether A’=A
N If “not”, session terminated
Otherwise continue session
choose u
calculate B1=B@ h(ID’)=gb-Pw-x
v D= "M@ h(ID’) C;D> Calculate D @ h(ID)=C1
C=gbPw Check whether (C1)*=B@h(ID)
E If “not” session terminated
R Otherwise choose v
| Calculate SK= C"
F E= h(SK| |C1¥)
| E’F F= gb.Pw.v
C -%
A Calculate G=F'=SK’; Calculate
T E’=h(SK’| | gbywm);
| check whether E’=E
O [f“not”, session terminated
N Otherwise G’
calculate G’= h(SK’| | ID) Calculate G= h(SK]| | ID)
> Check whether G’'=G
If “not”, U is not authenticated
and SK is unused
otherwise U is authenticated and
SK is their session key

Figure 4. Proposed scheme

The registration phase involves the following operations:

Step 1. U chooses her identity 1D, password PW and a random number b. U calculates g°P"
mod n

Step 2. U=S: {ID, g®”"mod n}.

Step 3. On receiving the registration message from U at time T, S first checks whether is a
registered user or not. If it is U’s initial registration, S creates an entry for U in the
account database and stores (1D, Treg = T) in this entry. Otherwise, S updates the value
of Treg With T in the existing entry for U. Next, S computes A=h(g>™" @h(ID)), and
calculates B= g®P*mod n & h(ID). Store A, B in smart card.

Step 4. S =U: A smart card containing security parameters {B, A, y, n, h(-),}.

Step 5. Upon receiving the smart card SC, U enters b into SC.

In this case Keccak-256 Hash Function [7] was used as the hash function, while the input of
the hash function was 1600 bits, while the modulus number size was < 256 bits.
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B. Login Phase of Proposed scheme

When U wants to login to the system, the following operations will be performed:

Step 1. U inserts her smart card into the card reader and inputs ID’, Pw’

Step 2. SC computes 4= h(g®P*“'mod n@® #(ID’))and verifies the validity of 1D’ and Pw’ by
checking whether A equals to the stored A. If the verification holds, it implies ID = ID
and Pw’= Pw. Otherwise, the session is terminated.

Step 3. SC chooses a random number u and calculates B1=B @#h(ID’)= g"™"*mod n, C=
g°P*¢Xmod n and D= g*™“mod n @ ID’

Step4. U— S:{C, D}.

C. Verification Phase of Proposed scheme

After receiving the login request, the server S performs the following process:

Step 1. S computes g°P*! mod n=D@h(ID)= C1. Check whether (C1)*=C. If they are “not
equal”, then the session will be terminated. Otherwise, chooses v and calculates SK=
C1mod n ; E= h(SK|| Cl)and F = g®"" mod n

Step2. S— U:{E,F}

Server calculates G=F'=SK’ and E ’=h(SK’||g>"""). Check whether E’=E. If they are
“not equal” then the session is terminated, otherwise calculates G'= h(SK|| ID)

Step3. U—S:{G}

Step 4. Calculate G= h(SK]| ID). Check whether G’=G, If they are “not equal”, then U is not
authenticated and SK is fake and unused. Otherwise U is authenticated and SK is their
session key.

6. Security Analysis

Since the goal of the proposed method is to provide forward anonymity, then the security
analysis concerning the forward anonymity will be evaluated. Since after modifying Wang’s
scheme, the security against impersonation attack should be maintained, then the evaluation
against impersonation attack should be conducted.

A. Strength Analysis for Preserving Forward Anonymity
For evaluating the security of the proposed method, similar attack is applied on the Wang’s
scheme and the proposed method. The attack is shown in Figure 5.

read x,i // assume x is compromised and i indicates the i-th records of view database
read (A, B; C, D;, E;, Fi, G;) //i-th record from view database

Cl= (G)MxY)

SK;=h-1 (split(E)[C1}])

|Di=h'1(5p|it(Gi )[SK,]

Return(ID;)

Figure 5. Attack on Proposed Scheme

Step 1. The attacker recorded message {A, B, C, D, E, F, G} in previous sessions.

Step2. The attacker computes C1=(C)*(x'*) mod n using the compromised private key x and
then obtains SK by calculating SK=split(h"*(E))[C1]where split(a)[b] means splitting a
by applying b. In order to obtain SK the attacker should calculate the inverse of h(E)
and continued with split(h"*(E))[C1].

Step3. Finally the attacker obtained ID by calculating h"(split(h*(G))[SK]).
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Based on the attack shown in Figure 5, it can be seen that for obtaining ID, the attacker should
calculate the inverse of x and calculating the inverse of hash function h. For obtaining the inverse
of X, the attacker should factor the modulus number n. Suppose Quadratic Sieve Algorithm [8]is
used for factoring n. The algorithm works as follows:

1. Fix a factor base F = {p1, p2, ... , pm}-
2. Search for integers r such that f(r) = r? — n is smooth over F. An integer f(r) is said to be

smooth over a factor base F, if all primes which is a unique factor of n, are members of F.
3. Find a subset U ={ry, r2, ..., rn} such that equations 1, 2 and 3 hold for f.

Vi: f(r;) = 1,2 = p, ®1p, 2 ... p,, “mmod n 1)
Vi1<j<m: XY, e; = 2.¢;, fore€Z 2
L f() = [T n? = (p“'p, %2 ... py ©im)? mod n 3)

Furthermore, define x and y as follows: x = [T, r; and y = [T, p; ¢.
Finally, find x and y which satisfy equation 4.

x? = y*modn 4)
Using the following equation
x? = [ILr? =N —n) = (T2, pi%)* =y*modn ®)

For simplicity, it can be assumed that the factor base consists of all primes <y, (such that the
algorithm consists of the following steps (the value of y will be determined later):
a. Find (m(y) + 1)integers r1, ra...rqp)+1 (Where z(y), the number of primes less than y),
such thatr;?mod n can be written as a product of primes (and their powers) <y.
b. Finding a subset U of these numbers, such that the product of these numbers is a perfect
square (mod n).
c. Ifintegers x, y is found such that x =+ y (mod n) repeat the process.

Using this algorithm it can be shown that the probability to find an integer ri, such that ri< n
wherer;2can be written as the products of all primes less than y which is approximately equal to
u" where u=log n/log y. Thus, for finding (z(y) + 1)) ri’s, (z(y) + 1))u" numbers should be
randomly guessed. Since u depends on vy, then if y is large, then u™ is large, such that the
probability of finding smooth ri’s is high. However, if y is large then it takes more time for
verifying whether r;is actually smooth and for finding the subset U (see step 2). Conversely, ify
is small, then the time for verifying whether riis actually smooth and for finding the subset U is
low, but u™ becomes small. Thus, it means that a lot of numbers should be guessed before we
find r;, that satisfies our conditions. Finally, y should be chosen from an intermediate range.
Based on [8] the appropriate value of y is

logn
2k

y = log (log n) (6)

where k €Zand f(r+kp)? =0 mod p and p is a prime number in the factor base.

Finally, it can be concluded that the probability for obtaining the prime factors of n is
approximately u™ = 1/(log n/log y)(°9 9¥)< 1 since log n/log y is greater than 1.

Since for obtaining 1D, the attacker should at first obtain the inverse of the hash function,
then the probability of obtaining the inverse should be observed. Since the probability for
obtaining the inverse of a hash is less than is less than the probability for obtaining the collision
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attack, then in this case the probability for obtaining the collision attack should be observed.
Suppose keccak-256 is used, then it can be attacked by methods which were proposed by Dinur
et al. [9,14], Naya-Plasencia et al. [13], Kolbl et al. [15] and Daemen et al. [17]. Assume that
the attacker used an attack proposed by Daemen et al. [17] with probability of 2%, in the 24-
round collision attack, then the probability of obtaining the collision is equal to 2-2%[17].Since
the probability of obtaining the inverse of a hash value is always less than the probability for
obtaining its collision, then the probability for obtaining the inverse of Keccak hash value is less
than 22%, Thus, the probability for obtaining the user 1D which depended on the probability of
factoring the modulus number n and the probability for obtaining the inverse of the hash (less
than the probability for obtaining the collision) is as follows

Prip =(u*)(m) U]

where m is the probability for obtaining the inverse of H(ID) which is less than the probability
for obtaining the collision of Keccak-256, and u is the probability for factoring the modulus
number n.

In Wang’s scheme, the probability for obtaining ID after x is compromised is 1, because the
attacker can directly obtain ID after obtaining the message {C1,CID,M} and calculating Y;=(C1)*
mod n using the compromised private key x, such that ID can be directly obtained by calculating
ID= CID @h(Cy||Y1).

Finally, it can be concluded that the proposed method is stronger compared with Wang’s and
Lee’s Scheme, because the probability for obtaining ID using the proposed method is (u™*) (m),
while using Wang’s scheme is 1 and using Lee’s scheme is m.

B. Security Analysis against Impersonation Attack

The strategy for analyzing the security of the proposed method against impersonation attack,
is by applying/inputting /D’ and Pw’ (fake ID and Pw) in the login phase, and observed the result
of the scheme. The detailed impersonation attack is show in Figure 6. Impersonation attack is
conducted by trying to insert fake Pw and ID. According to Figure 6, if the fake password Pw
and ID are not equal with the original ones, then the session will be terminated, because A#A’
and (C1)* C. For calculating the probability of succeeding in impersonation attack, we have to
calculate the probability to obtain /D’ and Pw’ which is equal to ID and Pw.

For succeeding in impersonation attack, C1*=C, and G= h(SK || ID) should be hold. Since
for calculating C the attacker should obtain the value Pw from B (where B=g°P** mod n & h(ID)),
then the probability for obtaining Pw is equal to the calculation of discrete log of g°™*mod n
which is a hard problem even if the attacker knows xand b. Furthermore, the attacker should
obtain the value of 1D for calculating D. 1D can be obtained from B, by obtaining g°™**mod n
first, then the probability of obtaining ID depends on the probability for obtaining Pw. In other
words, the probability for obtaining ID and Pw is equivalent with the discrete logarithm problem
which is a hard problem.

7. Computation Cost Evaluation

This section discussed the computation cost comparison between Wang’s, Lee’s and the
proposed scheme. These three schemes used three computations: exponential operation,
symmetric encryption/decryption, and hash function. Suppose TE, Ts, and TH, denote the time
complexity for exponential operation, symmetric encryption/decryption, and hash function,
respectively. Based on Figure 1, Wang’s scheme uses 6 exponential processes and 14 hash
processes, or the computation complexity was 6 Te + 14 Th. Based on Figure 2, Lee’s scheme
uses 6 exponential processes, 1 symmetric encryption-decryption process, and 10 hash processes,
or the computation complexity was 6 Te + 10 Tp.
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U S
U store b in smart - Smart card A=h(g®>"* @®h(ID))
card Choose X, Calculate
Insert Smart Card B=gb'wa,@ h(ID)
L ID'£ID PW'£PW Store A,B in smart card
O Calculate
G A=hig™®h(D)
| Check whether A’=A
| A’#A, session terminated |
N If “not” session terminated
Otherwise continue session
choose U
calculate B1=B@ h(ID’)=gb-PwX Calculate g>P*V=D’ ¢ h(ID)=C1
c,D’ x=C’
D’= gbPwU@ h(ID’) ’ Check whether (C1)*=C
M CrogbPwx > (capsc
E Session terminated
R If “not” session terminated
| Otherwise choose V
F Calculate SK=C1V
| EF E= h(SK]| | C1)
c < ' F= gb.PwV
A calculate G=FY=SK’; Calculate
T E=h(sK’|| g>P*V);
| check whether E’=E
O [f“not” session terminated
N Otherwise G’
calculate G’= h(SK’| | ID) Calculate G= h(SK] | ID)
> Check whether G’=G
If “not” U is not authenticated
and SK is unused
otherwise U is authenticated and
SK is their session key

Figure 6. Impersonation Attack

The proposed scheme uses 6 exponential processes and 6 hash processor the computation
complexity was 6Te + 6Tw. The result of the evaluation is shown in Table 3.

Table 3. Computation cost comparison.

Name of Cost for Cost for Total
. Cost for hash .
the Exponential - . . Computation
. encryption/decryption function
Scheme operation - Cost
evaluation

Wang’s 6 14 6 Te+ 14 Th
’ 6Te+1 Tec+

Lee’s 6 1 10 10Ts

Proposed 6 6 6 Te+ 6 Th

Finally, it can be concluded that for succeeding the impersonation attack on the proposed
method, the attacker should solve the hard problem. In other word, the scheme is secure against
impersonation attack.

8. Conclusion

Based on the discussion concerning the security analysis, it can be concluded that forward
anonymity can be maintained by introducing discrete logarithm problem into dynamic identity
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based authentication scheme. The analysis showed that the probability for obtaining the identity
using proposed scheme is (u~*)(m) which is less than the probability in Wang and Lee scheme.
The computation cost of the proposed method is 6 Te+ 6 Ty which is less than the computation
cost of Wang’s and Lee’s scheme as well, while maintaining the security against impersonation
attack.
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