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Abstract: This paper falls within the framework of the security of satellite images, in particular
interferograms from an Interferometric Synthetic Aperture Radar (inSAR) system. The innova-
tion of this work consists in the application of a cryptosystem based on two algorithms Ad-
vanced Encryption Standard (AES) and the Rivest, Shamir and Adleman (RSA) encryption
algorithm for securing interferograms of inSAR systems. AES employs five encryption modes
Electronic Code Book (ECB), Cipher Bloc Chaining (CBC), Cipher FeedBack (CFB), Output
FeedBack (OFB), and counter-mode encryption (CTR). The use of the AES algorithm alone
can only ensure the confidentiality function. In the proposed cryptosystem confidentiality is
ensured by the AES algorithm, authenticity is guaranteed by the RSA algorithm, and integrity
is ensured by two parameters; the correlation function between the adjacent pixels and the
SSIM parameters (structural similarity index SSIM). For evaluation and analysis of security
performance for interferogram encryption, several test metrics are employed. These metrics
are: Analysis of histograms of the encrypted interferograms, correlation between the adjacent
pixels, between the original interferogram and the encrypted interferogram, SSIM between the
original interferogram and the decrypted one. Moreover, we exploit the analysis of resistance
to error propagation for the five modes.

The obtained results show a superiority of the OFB and CTR modes for the encryption of in-
SAR interferograms compared to ECB, CFB, and CBC modes. It is noteworthy, that the main
criteria that can be used to choose between OFB and CTR for encryption of satellite images are
propagation of errors and the complexity material for their locations on the edges of the satel-
lites propagation of errors and the complexity material for their locations on the edges of the
satellites. OFB mode is employed in satellites to minimize the number of on-board circuits,
which is decisive for satellites. CTR mode is recommended by the CCSDS (Consultative
Committee for Space Data Systems) for telemetry (TM) and remote control (TC) encryption.

Keywords: Cryptography; Encryption mode (ECB, CBC, CFB, OFB, CTR); Interferograms
inSAR; Symmetric encryption; AES; RSA; SSIM.

1. Introduction

Satellite images have become an essential tool for several fields [1]. Images must be secured
against unauthorized access (confidentiality), protected against unauthorized changes (integri-
ty), and available to an authorized entity when necessary (Authentication) [2]. The images used
are interferograms from the inSAR system. Interferometric synthetic aperture radar (InSAR) is
one of the radar imaging systems [3]. It is an active system comparing to the optical one by
dint of its light-independent scan. According to the backscattered signal from different imaged
points, inSAR can provide two images: magnitude and phase (commonly called interferogram
[4]. InSAR interferogram is the only useful data for surface change monitoring and surface
digital elevation model. But this valuable data is not directly used, phase unwrapping process
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[5] must be performed due to the wrapping measurement of such system. Indeed, all interfero-
gram phases are wrapped into [-m, +n] and to recover the true phase value, the real cycle num-
ber to be added must be correctly found. For a noise-free interferogram, the phase unwrapping
is a simple integration in the wrapped space. In reality, all interferograms are subject to a par-
ticular noise called residues. To avoid error propagation in a noisy interferogram, the phase
unwrapping has to be residue-immune. For this aim, several single-baseline phase unwrapping
algorithms have been proposed in two main categories: path-following and optimization-based
methods. Among the skillful methods, we find Constantini’s algorithm [6] of optimization-
based group. Constantini’s algorithm provides a high quality and accuracy of the unwrapped
image with an acceptable running time.

Throughout history, mankind has tried to send information securely. Information encryp-
tion has been used as a security tool for military strategies and the exchange of secret data.
Secure information transfer is necessary and widely used in the digital world. Digital networks
have evolved considerably in recent years and have become inevitable for modern communica-
tion. The interferograms transmitted on these networks are specific data because of their large
amount of information. The transmission of these requires us to meet the three basic criteria of
security which are confidentiality, authentication and data integrity.

To meet these requirements, several encryption techniques are proposed; the symmetric public
algorithm AES (Advanced Encryption Standard) [7] which has proven its robustness against
different types of attacks nowadays, the asymmetric RSA algorithm (Rivest, Shamir and
Adleman) [8], and the International Data Encryption Algorithm (IDEA) [9]. But if we apply
these algorithms separately for the transmission of images or data, they can only ensure confi-
dentiality, for this we offer a hybrid encryption cryptosystem based on the two algorithms AES
and RSA to ensure the three main axes of security: confidentiality, authenticity, integrity. To
ensure confidentiality in this cryptosystem, among the site algorithms, our choice fell on the
AES algorithm with its five operating modes [10], given its low consumption of memory
space, less complicated, plus easy to implement, very fast and it hasn't broken until today.
Knowing that, some satellite uses the 3-DES algorithm to encrypt images, whereas in our cryp-
tosystem we use the AES which is the successor to DES [11], for encryption not of images but
of interferograms.

We have used RSA to ensure secure exchange of keys and satisfy authentication, as it is
very fast and very secure. Our cryptosystem also includes a procedure based on the correlation
between the pixels neighboring the interferograms and the calculation of the structural similari-
ty index SSIM between the original interferogram which is the reference and the one deci-
phered to ensure integrity. Although there are many encryption algorithms available, the use of
encryption technology in spacecraft lags far behind terrestrial systems [12]. It is difficult to
establish a precise state of the art on the encryption methods used on board satellites since most
of the manufacturers and owners of satellites do not share this type of information, in particular
the encryption of interferograms. While, some document cites the encryption algorithms used
in some space missions [13]. But also, it is important to remember that AES is the algorithm
recommended by the CCSDS (Consultative Committee for Space Data Systems) for the en-
cryption of data for civil space missions.

2. The Algorithms Used
In this work we have used two encryption algorithms, one symmetrical which is AES, the
other asymmetrical which is RSA.

A. AES main algorithm

The Advanced Encryption Standard (AES) is the standard approved by the National Institute
of Standards and Technology (NIST) for symmetric data encryption [14]. AES is widely used
due to its simplicity, flexibility and ease of implementation. It is implemented, in Software or
in Hardware, on a wide variety of applications.
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In addition, AES is the only standard recommended by the CCSDS for encrypting data on
board satellites [15]. In this work, the transmitter and the receiver use the same key for encryp-
tion and decryption. The AES algorithm has an iterative structure that processes 128-bit data
blocks using 128-bit cryptographic keys, 192 or 256 bits [16]. The number of iterations is de-
termined by the size of the key used. For the three key sizes of 128, 196 and 256 bits, a number
of 10, 12 and 14 turns are required, respectively. The design of the AES algorithm is based on
the concept of substitution-permutation network in which the bytes of the plaintext message are
substituted and swapped each turn through four operations (transformations) called SubBytes,
ShiftRows, MixColumns and AddRoundKey [17]. The AddRoundKey transformation is the
point where the secret key enters the encryption process and contributes to the end result.
These four operations are repeated each round except in the last round which does not use the
Mix-Columns transformation. Decryption is simply the reverse operation of encryption be-
cause the four transformations are reversible. Figure 1 shows the general structure of the AES
algorithm [18].

Plaintext Key Plaintext
]
-
Add round key — w[0, 3] Add round key
h 4 =
| Substitute bytes I I Expand key I | Inverse sub bytes I -
H
: 2
T - _____
Add round key — wi4, 7] Add round key
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" Inverse shift rows
Substitute bytes .
.
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E — Taverse mix col
Add round key — w36, 39] Add round key
Substitute bytes Inverse sub bytes =
= g
3 — Tverss st rows | 2
E

w40, 43]

Add round key Add round key
Ciphertext Ciphertext

{a) Encryption (b) Decryption

Figure 1. AES algorithm [17]

This algorithm can be combined with a series of modes to reinforce security without penalizing
its efficiency. This combination is called encryption mode, several encryption modes exist
which are:

1. Electronic Code Book (ECB)

2. Cipher Block Chaining (CBC)

3. Cipher Feedback (CFB)

4. Output Feedback (OFB)
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5. CounTeR (CTR)

These are encryption modes (ECB, CBC, CFB, OFB and CTR mode) [19], ensures confi-
dentiality the last three modes (CFB, OFB and CTR) are similar to encryption by streams.
They generate a flow of pseudo-random numbers which depends or not on the clear message
[20].

B. RSA algorithm

The RSA algorithm (named by the initials of its three inventors: Ronald Rivest, Adi Shamir
and Leonard Adleman) is an asymmetric encryption algorithm, widely used in e-commerce,
and more generally to exchange confidential data on the Internet. In our cryptosystem that we
have designed, this algorithm is used to secure the exchange of keys, and to ensure the authen-
tication function [21].

3. The encryption modes used by AES
In this work, it's fashion will allow us to meet the criterion of confidentiality of transmis-
sion.

A. ECB mode

In ECB mode Figure 2, the encryption is applied directly and independently to each block of
the clear message. The resulting sequence of output blocks is the encrypted message [21].

T B - B
e

Figure 2. ECB block encryptions mode [21]

B. CBC mode

CBC mode, represented by Figure 3, is the mode in which the clear message blocks, before
being encrypted, is xored with the previously encrypted blocks, an initial vector Cp must be
used to initialize the process. It replaces the first block which has not yet been defined. The
initial vector Co which is noted IV on Fig .3, does not need to be kept secret but must be a
nonce, a value which is never repeated with the same encryption key [22].

Figure 3. CBC block encryptions mode [21]

C. CFB mode
In this mode, which is illustrated by the Figure 4, an initial vector Cy is used to start the
encryption process and generate the first encrypted block, the latter is used as an input to en-
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crypt the second block of the clear message. The process repeats sequentially until the last
block [23]. The conditions applied on the IV are the same as those detailed in the CBC mode

CBC mode.
]
"'I" AES A
- 4R - ]
IV=cy|—E — £ l— &5
Cn
Figure 4. CFB block encryptions mode [21]
D. OFB mode

In this mode Figure 5, an initial vector Cy is initially encrypted to start the process, the key
flow at the output of this block will be reinjected at input to calculate the next key flow.
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Figure 5. OFB block encryptions mode [21]

Using this mode, the preprocessing of the key flow is possible because it does not depend on a
clear message.

E. CTR mode

This mode is simple, it creates a flow of pseudo-random numbers independent of the plain
text. The Figure 6 shows the counter mode (CTR). In this mode, the key flow is obtained by
encrypting successive values of a counter (T) which is then exorited with a block of the mes-
sage in clear to generate a block of the encrypted message [24].

[

.

Figure 6. CTR block encryptions mode [21]

The counter values used with an encryption key must be nonce, because the key flow must
never be repeated. In this mode, unlike the others, there is no feedback or sequential processing
of the blocks. Consequently, it is possible to perform several ciphers in parallel, a significant
advantage in high performance applications [25]. This mode is recommended by the CCSDS
(Consultative Committee for Space Data Systems) for the encryption of remote measurements
(TM) and remote controls (TC) [15].
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4. Related works

In this section, a description of the cryptosystem used for the encryption of interferograms
is presented. The proposed cryptosystem is a hybrid encryption of two algorithms AES and
RSA using the five modes (ECB, CBC, CFB, OFB, and CTR). This cryptosystem aims to se-
cure the inSAR interferograms transmitted between two blocks. One for Transmission and the
other for reception, through a transmission channel as illustrated in Figure 7.
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decrypted
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interferograms Inter _§‘ly<_)glams 5 1nterf-§r9grams
original sinal
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Transmission channel

Figure 7. Cryptosystem for interferogram transmission

5. The proposed cryptosystem
In this section, we will give an explanation to the proposed cryptosystem, it is composed of

two blocks:

A. Transmission block

The transmission consists of three main stages in the following order:

1. The original interferogram before its encryption, must be unrolled for a possible compari-
son on reception as shown in fig. 7.

2. After step one, the original interferogram switches to encryption with AES using one of the
five modes each time (ECB, CBC, CFB, OFB and CTR mode).

3. After step two, the key used for encrypting the original interferogram with AES is in turn
encrypted with the RSA algorithm with a public key, and transmitted in parallel with the in-
terferogram to the receiving blocks.

B. Reception block
On receipt of the reverse functions are performed for the reconstruction of the original interfer-

ogram transmitted, following this order:

1. On reception, the key encrypted with RSA in the transmission block will be decrypted with
the RSA algorithm with a private key.

2. After step one, the encrypted interferogram in the transmission block will be decrypted by
the AES each time using one of the five modes (ECB, CBC, CFB, OFB and CTR mode) as

shown in fig.7.
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3. After step two, the interferogram decrypted for integrity verification proceeds to the follow-
ing steps:
e Calculation of SSIM between deciphered interferogram and original interferogram
e Calculation the correlation of adjacent pixels.
e The decrypted interferogram is unwound for examination with that from the unwinding
operation performed on the original interferogram at the start of the transmission block.
For verification of integration as shown in figure. 7

6. Results and analysis

(a).

(b)

Figure 8(a). interferogram1 (intl) (b). interferogram 2 (int2)
(c) interferogram 3 (int3)

The simulation and performance analysis of the various operating modes of the AES were

carried out with a 2.53 GHz Pentium I-5 PC with Windows 7 and 4 GB of RAM. The software
used is Matlab.
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Three interferograms from the inSAR system with different information and from different
geographic regions which are indicated by the Table 1, were used to assess their qualities after
encryption and decryption as well as security performance, using AES, using different modes.

Table 1. Characteristics of interferograms

Imaged Taken Orbit Baseline(m) | Residues rate
region on (%)
Intl Sardinia Aug?2, 1991 241 126 0,0621
Int2 Chilcotin Apr 11, 1995 | Not provided 42 0,0151
Int3 Vatnajokull | Dec 31, 1995 23315 Not provided 0,0112

In this part we will present the results of the encryption of the three illustrated interfero-
grams by the Figure 8 for the CTR mode as an example, illustrated by Figure 9, since the
figures that represent encryption and decryption with the four encryption modes (ECB, CBC,
CFB, OFB) remain the same, gold their analyzes which shows the difference between the five
modes.

A. Encryption with CTR mode:

int1 Encrypted int 1

20 20 20

40 40 40

60 60 60

80 80 80

100 100 100

120

20 60 100

(a).

int2 Encrypted int 2 Decrypted int 2

20 20

40 40
60 60
80 80
100 100

120 120

20 60 100

(b).

Encrypted int 3

20 20

40 40
60 60
80 80
100 100

120 120

(c).
Figure 9. Encryption and decryption results of the three interferograms in CTR mode,
a) interférogrammel (int 1), b) interférogramme? (int2), c) interférogramme3 (int3)
We have Figure 9, which represent the encryption and decryption results of the three inter-
ferograms with CTR mode, through the cryptosystem of figure 7.
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B. Evaluation criteria

Original interferogram int1

Encrypted Int1 Decrypted Int1

Original interferogram int2 Encrypted Int2 Decrypted Int2
1400 700 1400

1200

800

800

400

200

Original interferogram int3

Encrypted Int3 Decrypted Int3
1200 1200

1000 1000

(©).
Figure 10. Histogram of the three interferograms with AES -ECB, (a) Histogram of the interferogram int
1, (b) Histogram of the interferogram int 2, (c) Histogram of the interferogram int 3.

Among these are five encryption modes, there is no universal powerful mode for any type
of application. The analysis by a simple visual inspection of the results obtained from the en-
cryption remains insufficient to judge the effectiveness and quality of the deciphered interfero-
grams, and the robustness of the encryption mode, as well as the constraints applied and the
resources available which determine the most suitable mode for this type of image which are
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(interferograms). Two main stages are used in this work for the evaluation and analysis of the
results which are:
1. Security performances for the encryption of interferograms.
a. Analysis of histograms,
b. The correlation between the adjacent pixels, between the original interferogram and the
encrypted interferogram,
c. The calculation of SSIM to check the integrity.
2. Resistance against error propagation,
1. Security performance for interferogram encryption.
A. Analysis of histograms
The histogram of the encrypted interferogram must have two properties [2]:
1. Must be completely different from the histogram of the original interferogram.
2. Must have a uniform distribution, which means that the probability of occurrence of
any value is the same.

Original intarfarogram intt Encrypted Int1 Decrypted Int1

Original interferogram intz Encrypted Intz Decrypted Intz
1400

(b).

Original interforogram int3 Encrypted Int3 Decrypted Inta
o 1200

(©).

Figure 11. Histogram of the three interferograms with AES -CBC, (a) Histogram of the interfero-
gram int 1, (b) Histogram of the interferogram int 2, (c) Histogram of the interferogram int 3

B2 e e = SV i
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ed interferograms are completely different from the histograms of the original interferograms
for the five modes (ECB, CBC, CFB, OFB and CTR). These tell us that they have a uniform
distribution, which means that the probability of occurrence of any value is the same, since

they have almost the same gray level compared to the histograms of the original or deciphered
interferograms.

Original interferogram int2
1400 . ‘ 1400

Encrypted Int2 Decrypted Int2

1200 1200

1000 1000

Original interferogram int3 Encrypted Int3 Decrypted Int3
1200

1000

Original interferogram int1 Encrypted Int1 Decrypted Int1

(©).
Figure 12. Histogram of the three interferograms with AES -CFB, (a) Histogram of the interferogram int
1, (b) Histogram of the interferogram int 2, (c) Histogram of the interferogram int 3
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200

1400

1200

1000

1200

1000

800

a00

Original interferogram int1

Original interferogram int2

Original interferogram int3

900

Encrypted int1

Decrypted int1

Decrypted int2

Encrypted int13

1200

1200

Decrypted int3

2

(©).

°

1000

800

600

400

Figure 13. Histogram of the three interferograms with AES -OFB, (a) Histogram of the interferogram int
1, (b) Histogram of the interferogram int 2, (c) Histogram of the interferogram int 3.
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200

Original interferogram int1 Encrypted int1 Decrypted int1

Original interferogram int2 Encrypted int2

Decrypted int2
1400 900

1400

1200 1200

1000 1000

(b).

Encrypted int3 Decrypted int3
1200

Original interferogram int3
1200

1000 1000

Figure 14. Histogram of the three interferograms with AES -CTR, (a) Histogram of the interferogram
int 1, (b) Histogram of the interferogram int 2, (c) Histogram of the interferogram int 3

B. Analysis of correlation coefficients
In this part we will see the correlation between original and encrypted interferogram.
1. Correlation between the original interferogram and the encrypted interferogram [26-27]

924



Riad Saidi, et al.

Usually in an image, a pixel is generally strongly correlated with its adjacent pixels in hori-

zontal directions, vertical or diagonal. These high correlation properties can be quantified as a
correlation coefficient for comparison. The correlation coefficient is calculated as follows:

cov(x.y)

- & D(x)=D(¥) M

Where:

r: correlation coefficient.
x, y: pixel intensity values.
cov (x, ¥), D(x) and D(y) are calculated as follows:

D(x) = D(y) = 2T, (x(i) — E(x)) @
cov(x) = =X, (x(i) — E(x)) (D) — E(x)) 3)
E(x) = 22N, (x(D)) )

The correlation coefficient 7 is expressed between -1 and +1, where:

r=-1: Means that the encrypted image is the reverse of the ordinary image,

-1 <r<0: (Negative correlation) indicates a negative relationship between the pixels.
7= 0: Indicates no correlation between pixels.
0 <r < 1: (Positive correlation) indicates a positive relationship between the pixels.

Table 2. Correlation coefficients of the adjacent pixels of the original and encrypted interferogram

Correlation coefficients of interferogram Int 1
Horizontal
ECB CBC CFB OFB CTR
0.0042 0.0059 0.0013 0.9993 -0.0041
Vertical
ECB CBC CFB OFB CTR
0.0033 0.0054 0.0011 1 -0.0044
Diagonal
ECB CBC CFB OFB CTR
0.1084 0.1095 -0.0667 0.9997 0.0781
Correlation coefficients of interferogram Int 2
Horizontal
ECB CBC CFB OFB CTR
0.0033 0.0067 0.0035 0.9986 -0.0018
Vertical
ECB CBC CFB OFB CTR
0.0024 0.0070 0.0043 1 -0.0002
Diagonal
ECB CBC CFB OFB CTR
-0.0509 0.075 -0.151 0.9999 -0.1149
Correlation coefficients of interferogram Int 3
Horizontal
ECB CBC CFB OFB CTR
0.0012 0.0032 0.0088 1 -0.0005
Vertical
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ECB CBC CFB OFB CTR
0.0013 0.0032 0.0087 1 -0.0005
Diagonal
ECB CBC CFB OFB CTR
-0.0761 -0.0137 0.0816 1 -0.0386

The Table 2, inform us about the correlation coefficients of the adjacent pixels of the origi-
nal and encrypted interferograms. It can be clearly seen that the encrypted interferograms ob-
tained from different modes retain low correlation coefficients (positive correlation) in all
directions, which confirms the integrity of the deciphered interferogram.

C. Analysis of the SSIM Structural Similarity Index

In this work, we have used the Structural Similarity index as a metric for the evaluation and
measurement of the integrity of deciphered interferograms. SSIM is a method for measuring
the similarity between two digital images, which is given by the Table 3.
The SSIM index can be considered as a measure of the quality of one of the compared images,
to a reference image provided that the latter is considered of perfect quality. This is an im-
proved version of the Universal Image Quality Index [28]. The idea of SSIM is to measure the
similarity of structure between the two images. The underlying assumption is that the human
eye is more sensitive to changes in the structure of the image [29], its optimal value is 1.
The SSIM metric is calculated on several windows of an image. The measurement between
two windows x and y of size NxN is: [28]

SSIM(x,v) = l(x,y).e(x,y).s(x,¥) =
With
WU, the averageof x
{y, : the average of y
a2 : the average of x
J_ﬁ:the variance of y

{2#xpy+cl){2 ngy*’cz}(covxy"'cz]
{p§+;¢§,+ci }(a§+a§,+cz ](o_.roy+cg}

(6))

COv,.,: the covariance of x and y
3 -
Are three variables intended to stabilize the division when the denominator is very low.
L: the dynamic range of pixel values, is 255 for images coded on 8 bits. £;=0.01 and £,=0.03 by
default.

Table 3. Structural Similarity index

Interferograms Structural similarity index
AES-ECB AES-CBC AES-CFB AES-OFB | AES-CTR
Intl 0.9984 0.9986 0.9968 0.9968 1
Int2 1 0.9976 0.9976 0.9976 1
Int3 1 1 1 1 1

Table 3 shows the structural similarity index calculated by SSIM. The obtained results
show that the similarity rates of the decrypted interferograms compared to those of the original
interferograms are very close to the optimum value of the SSIM which 1 for all modes (ECB,
CBC, CFB, OFB, and CTR). These results allow the satisfaction of the criterion of integrity of
the interferograms decrypted compared to those of origin. Furthermore, SSIM values for the
CTR mode are optimal and equal to 1, which confirms the reordering of the CCSDS (Consulta-
tive Committee for Space Data Systems) of this mode for the encryption of telemetry (TM) and
remote controls (TC).
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2. Resistance against error propagation

A single bit error occurring during the encryption process can spread and cause several
errors in the encrypted data. In this part, we study the possibility of the propagation of an error
for the different modes used with the AES.
The works of (R. Banu & Vladimirova) [29], in 2006 describes these sources of errors and
estimates the amount of damage caused to the data after an encryption process by the different
modes. The results observed, for each mode, which are summarized in the Table 4.

Table 4. Error propagation due to one-bit error during encryption and transmission

Mode ECB | Mode CBC | Mode CFB Mode OFB | Mode CTR
Amount of Full data
data gffected One One block One block f?om the One block
during en- block point where
cryption the fault
occurred
Quantity of
data allocat- No propaga-
ed during One block Two block Two blocks Nop ropaga- tion
tion
the trans-
mission

In all three modes ECB, OFB and CTR, the encrypted blocks are independent of each other.
Therefore, if an encrypted block is affected during transmission, the error does not spread to
other blocks. The error only affects the corresponding bits in the decrypted message. CTR
mode is recommended by the CCSDS for the encryption of telemetry (TM) and remote con-
trols (TC). OFB mode is exploited in satellites to minimize the number of on-board circuits,
which is a decisive factor for satellites [21]. ECB mode is not suitable for image encryption in
general. Since, images in general have often high redundancy. Therefore, if the blocks with the
same content are encrypted in the same way, it can be detected as repeated blocks in the en-
crypted message. We performed a test to see the influence of error propagation, as indicated in
red in the manuscript section (Resistance against error propagation). As an example, we will
perform a pixel shift in the original interferogram, which is considered an error, and then en-
crypt the original interferogram with AES-CBC mode as an example.

For a pixel change in the original intl interferogram. The following procedure was applied:

1. Encrypt the original interferogram (int 1) to generate the first encrypted interferogram (C1).

2. Change a pixel in int 1 to obtain a second original interferogram (int 2). int 1 and int 2 are
the same with a difference of only one pixel, this pixel is chosen at the beginning, in the
middle or at the end of the first block.

3. Encrypt the original interferogram (int 2) to generate the second encrypted interferogram
(C2).

4. Finally, calculate the SSIM between the two interferograms (C1 and C2).

5. From figure 15, we can clearly see, if we consider that the pixel change is an error, see its
influence and the propagation of the error from C1 to C2, through the difference that exists
between the histogram of C1 and C2.
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interferogram original int1 encrypted interferogram C1

20 40 60 80 100 120

interferogram original int1 encrypted interferogram C1

o
-4 2 o 2 4 -4 2 0 2 4

Figure 15. Encrypted interferogram and AES-CBC mode histogram,
(a) interferogram intl, (b) interferogram int2

According to the table. 5, the value of the SSIM informs us that the two interferograms (C1
and C2) are completely different which shows the error propagation, which will influence the
quality of the deciphered interferogram.

Table 5. SSIM between original interferogram C1 and C2
AES-CBC
0.6416

SSIM between C1 and C2

7. Unwinding operation deciphered interferograms and original interferograms

The interferograms after being deciphered will undergo an unwinding operation as shown
in Figure 16.

We also calculated the SSIM between the images resulting from the unwinding of the orig-
inal interferograms before encryption and those of the interferograms deciphered as indicated
in Table 5.

Table 5. Structural Similarity index interferogram takes place

Interferograms Structural similarity index
AES-ECB AES-CBC AES-CFB AES-OFB | AES-CTR
Int1 1 0.9973 0.9967 0.9746 1
Int2 1 0.9967 0.9967 0.9967 1
Int3 1 0.9986 0.9986 0.9986 1

The above table shows clearly that the obtained values are very close to the optimal values.
This demonstrates that the images of the interferograms unwound after decryption are identical
to the images of the original interferograms before encryption. These results indicate that our
proposed cryptosystem shows a high credibility in securing the interferograms of an inSAR
system.
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decrypted interferogram

(b).

20 4‘0 6‘0 8‘0 1[‘]0 1;0
(c)
Figure 16. The three interferograms deciphered with their unrolled images, (a) original inter-
ferogram intl after decryption and its unwound image, (b) original interferogram int 2 after
decryption and its unwound image, (c) original interferogram int 1 after decryption and its
unwound image

8. Discussion

After comparing the results of the encryption and decryption with the five encryption
modes (ECB, CBC, CFB, OFB, CTR), the most favorable modes for the encryption of inSAR
interferograms are OFB and CTR modes. First, on the basis of the results obtained after evalua-
tions, which have been very satisfactory.

Second, on the basis that the main criteria that can be used to choose between these modes
for inSAR interferogram encryption are the error propagation is as we have seen that in both
OFB and CTR modes, the cipher blocks are independent of each other. others. Therefore, if an
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encrypted block is assigned during transmission, the error does not propagate to other blocks.
The error affects only the corresponding bits in the decrypted message, and the complexity of
the hardware. Consequently, OFB mode is chosen for use in satellites since it allows us to
reduce the number of on-board circuits. For CTR mode, it is recommended by the CCSDS for
encryption of telemetry (TM) and remote controls (TC).

9. Conclusion

In this study, we proposed a hybrid cryptosystem based on AES and RSA Algorithms to
secure a type of satellite image which is the interferograms from an inSAR system. Further-
more, a comparison of five encryption modes (ECB, CBC, OFB, CFB, and CTR) is conducted
in order to select the most appropriate mode that best meets the safety requirements of inSAR
interferograms.

For the evaluation and analysis of encrypted interferograms, we assessed several metrics
such as: the histogram analysis, the correlation between adjacent pixels, between the original
interferogram and the encrypted interferogram, the SSIM to verify integrity, as well as the
resistance to error propagation. The results show that the histograms of the encrypted images
are uniform for all operating modes (ECB, CBC, CFB, OFB, CTR), which satisty the confiden-
tiality criterion. Moreover, a random distribution of information is established since the pixels
are strongly decorrelated for the five encryption modes. Using our transmission cryptosystem,
the original interferograms and those deciphered are strongly decorrelated. The calculation of
the SSIM also allowed us to verify the integrity of the interferograms resulting from the de-
cryption against the original interferograms, and the resistance to error propagation. A decrypt-
ed interferogram unwinding operation is performed to calculate the SSIM between the original
interferograms unwinding before encryption and the interferograms unwinding after decryp-
tion. The results are very satisfying for all modes.

This paper demonstrates that most favorable modes for the encryption of inSAR interfero-
grams are OFB and CTR modes. Knowing that, the other modes (ECB, CFB, CBC) have given
good results. It is noteworthy that the main criteria that can be used to choose between OFB
and CTR for encryption of inSAR interferograms are error propagation and hardware complex-
ity. As a result, OFB mode is employed in satellites in order to reduce the number of on-board
circuits. CTR mode is recommended by CCSDS for encryption of telemetry (TM) and remote
controls (TC).

For the future work of this research foreseeing us, the use of other encryption algorithms such
as: the ECC algorithm (Cryptography on Elliptical Curves), and chaotic systems, for the secur-
ing of inSAR interferograms.
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